

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Java Repositories


Runtime Environment


	Java 6 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html]


	Java 8 [http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html]







What’s included

java-repositories/
├── [v0.1] threads
├── [v0.2] patterns
├── [v0.3] databases
├── [v0.4] jvisualvm
├── [v0.5] networking
├── [v0.6] jdk8
├── [v0.7] utils
│    ├── hyperic-sigar
│    └── [v0.7.1] zip
├── [v0.8] security
│    ├── ssl
│    ├── [v0.8.1] rsa
│    ├── [v0.8.2] dsa
│    ├── [v0.8.3] aes
│    └── [v0.8.4] https
├── [v0.9] blockchain
│    └── NoobChainTutorial
└── [v0.10] nio








License

Java Repositories is Open Source software released under the Apache 2.0 license [http://www.apache.org/licenses/LICENSE-2.0.html].







          

      

      

    

  

    
      
          
            
  
blockchain


Short & Quick introduction

区块链是分布式数据存储、点对点传输、共识机制、加密算法等计算机技术的新型应用模式。所谓共识机制是区块链系统中实现不同节点之间建立信任、获取权益的数学算法。








区块链领域常见术语


	区块链的工作量证明 (POW)：一个将挖掘能力与计算联系起来的统。块必须被散列，这本身就一个将挖掘能力与计算联系起来的统。块必须被散列，这本身就一个将挖掘能力与计算联系起来的统。块必须被散列，这本身就是一个简单的计算过程，但在散列中增加了额外变量使其得更困难。当块被是一个简单的计算过程，但在散列中增加了额外变量使其得更困难。当块被是一个简单的计算过程，但在散列中增加了额外变量使其得更困难。当块被是一个简单的计算过程，但在散列中增加了额外变量使其得更困难。当块被成功散列时，必须花费一些间和计算量。因此块被认为是工作的证明。


	节点 (Node)：连接到区块链网络的任何计算机连接到区块链网络的任何计算机


	挖掘 (Mining)：验证交易并将其添加到区块链的过程


	莱特币 (Litecoin)：基于 Scrypt Scrypt Scrypt Scrypt Scrypt 工作量证明网络的点对加密货币。有时被称为比特黄金中白银工作量证明网络的点对加密货币。有时被称为比特黄金中白银。


	难度 (Difficulty)：在 POWPOW 挖掘中，验证区块链网络的是非常困难。在比特币采矿挖掘中，验证区块链网络的是非常困难。在比特币采矿难度调整为每隔2016201620162016个块进行验证，以个块进行验证，以保持块验证时间在十分钟。


	私钥 (Private key)：一串数据，表明您可以访问特定钱包中的比币。私钥被认为是个密码一串数据，表明您可以访问特定钱包中的比币。私钥被认为是个密码一串数据，表明您可以访问特定钱包中的比币。私钥被认为是个密码，私钥绝不能透露给任何人，因为密允许你通过加签名从的比特币钱包里支付比特币


	钱包 (Wallet)：一个包含私钥集合的文件










          

      

      

    

  

    
      
          
            
  
NoobChainTutorial


Runtime Environment


	Java 8 [http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html]


	Gson 2.8.0 [https://github.com/google/gson]







Short & Quick introduction

A Simple Java Blockchain for educational purposes.

This is for https://medium.com/programmers-blockchain/create-simple-blockchain-java-tutorial-from-scratch-6eeed3cb03fa tutorial.

If you have any other questions you can message me on the Blockchain Developers Club [https://discord.gg/ZsyQqyk] discord server.

A simple Java blockchain with transactions. ( Still missing networking )




Tips


	NoobChain-Tutorial-Part-1 Commits on Feb 7, 2018


	NoobChain-Tutorial-Part-2 Commits on Apr 5, 2018







Links


	NoobChain-Tutorial-Part-1 [https://github.com/CryptoKass/NoobChain-Tutorial-Part-1]


	NoobChain-Tutorial-Part-2 [https://github.com/CryptoKass/NoobChain-Tutorial-Part-2]


	[译]用Java创建你的第一个区块链-part2:可交易 [http://www.techug.com/post/creating-your-first-blockchain-with-java-part-2-transactions.html]










          

      

      

    

  

    
      
          
            
  
databases


Runtime Environment


	Java 6 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]


	DB2 9.7 [https://www.ibm.com/analytics/us/en/technology/db2/db2-linux-unix-windows.html]







Procedure Features


	允许标准组件式编程


	能够实现较快的执行速度


	减轻网络流量


	可被作为一种安全机制来充分利用










          

      

      

    

  

    
      
          
            
  
jdk8


Runtime Environment


	Java 8 [http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html]







Java 8 Lambda - Runnable Example

Lambda expressions (Project Lambda - JSR 335 [https://www.jcp.org/en/jsr/detail?id=335]) are a new and important feature of the upcoming Java SE 8 platform (JSR 337 [https://www.jcp.org/en/jsr/detail?id=337]). They can be used to represent one method interface (also known as functional interface) in a clear and concise way using an expression in the form of:
(argument list) -> body


Classic Code

Before Java 8, we create and start a thread by creating an anonymous class that implements the Runnable interface, as shown in the following code:

Runnable task1 = new Runnable(){
	@Override
	public void run(){
		System.out.println("Task #1 is running");
	}
};
Thread thread1 = new Thread(task1);
thread1.start();





Or pass the anonymous class into the Thread’s constructor:

Thread thread1 = new Thread(new Runnable() {
	@Override
	public void run(){
		System.out.println("Task #1 is running");
	}
});
thread1.start();








Runnable Lambda Code

With Lambda expressions come with Java 8, the above code can be re-written more concisely. For example:

// Lambda Runnable
Runnable task2 = () -> { System.out.println("Task #2 is running"); };
// start the thread
new Thread(task2).start();










Java 8 Lambda - Collections Comparator Example


Sorting the list collection in the classic way

As a way mentioned in the article Sorting List Collections Examples [http://www.codejava.net/java-core/collections/sorting-list-collections-examples], we can write a comparator to sort the list. For example, the following code creates a comparator which compares two books by their titles:

Comparator<Book> titleComparator = new Comparator<Book>() {
	public int compare(Book book1, Book book2) {
		return book1.getTitle().compareTo(book2.getTitle());
	}
};








Sorting the list collection in the Lambda way

Since Java 8 with Lambda expressions support, we can write a comparator in a more concise way as follows:

Comparator<Book> descPriceComp = (Book b1, Book b2) -> (int) (b2.getPrice() - b1.getPrice());





This comparator compares two books by their prices which cause the list to be sorted in descending order of prices, using the Lambda expression:

(Book b1, Book b2) -> (int) (b2.getPrice() - b1.getPrice());










Java 8 Lambda - Listener Example


Classic Listener Code

Before Java 8, it’s very common that an anonymous class is used to handle click event of a JButton, as shown in the following code:

JButton button = new JButton("Click Me!");
button.addActionListener(new ActionListener() {
	public void actionPerformed(ActionEvent evt) {
		System.out.println("Handled by anonymous class listener");
	}
});





Here, an anonymous class that implements the ActionListener interface is created and passed into the addActionListener() method. And as normal, the event handler code is placed inside the actionPerformed() method.




Using Lambda Listener Code

Because the ActionListener interface defines only one method actionPerformed(), it is a functional interface which means there’s a place to use Lambda expressions to replace the boilerplate code. The above example can be re-written using Lambda expressions as follows:

button.addActionListener(e -> System.out.println("Handled by Lambda listener"));










Links


	Java 8 Lambda - Runnable Example [http://www.codejava.net/java-core/the-java-language/java-8-lambda-runnable-example]


	Java 8 Lambda - Collections Comparator Example [http://www.codejava.net/java-core/the-java-language/java-8-lambda-collections-comparator-example]


	Java 8 Lambda - Listener Example [http://www.codejava.net/java-core/the-java-language/java-8-lambda-listener-example]


	Java SE 8: Lambda Quick Start [http://www.oracle.com/webfolder/technetwork/tutorials/obe/java/Lambda-QuickStart/index.html]










          

      

      

    

  

    
      
          
            
  
jvisualvm


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html]







What’s included


	内存分析篇


	内存堆Heap


	永久保留区域PermGen






	CPU分析篇


	线程分析篇







Links


	性能分析神器VisualVM [http://www.cnblogs.com/wade-xu/p/4369094.html]










          

      

      

    

  

    
      
          
            
  
Networking


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-1880260.html]







Simple Tutorial


Use HttpURLConnection to download file from an HTTP URL


	Create a URL object for a given URL. The URL can be either:


	A direct link which contains the real file name at the end, for example:http://jdbc.postgresql.org/download/postgresql-9.2-1002.jdbc4.jar


	An indirect link which does not contain the real file name, for example:http://myserver.com/download?id=1234






	Open connection on the URL object – which would return an HttpURLConnection object if the URL is an HTTP URL.


	Open the input stream of the opened connection.


	Create an output stream to save file to disk.


	Repeatedly read array of bytes from the input stream and write them to the output stream, until the input stream is empty.


	Close the input stream, the output stream and the connection.







An HTTP utility class to send GET/POST request


	sendGetRequest(requestURL): accepts only the URL string.


	sendPostRequest(requestURL, params): accepts a URL string and a HashMap containing POST parameters.


	readSingleLineRespone(): returns a String.


	readMultipleLinesRespone(): returns an array of Strings.


	disconnect()







Upload files by sending multipart request programmatically


	MultipartUtility(String requestURL, String charset): creates a new instance of this class for a given request URL and charset.


	void addFormField(String name, String value): adds a regular text field to the request.


	void addHeaderField(String name, String value): adds an HTTP header field to the request.


	void addFilePart(String fieldName, File uploadFile): attach a file to be uploaded to the request.


	List<String> finish(): this method must be invoked lastly to complete the request and receive response from server as a list of String.







Java InetAddress Examples


	getByName(String host): creates an InetAddress object based on the provided hostname.


	getByAddress(byte[] addr): returns an InetAddress object from a byte array of the raw IP address.


	getAllByName(String host): returns an array of InetAddress objects from the specified hostname, as a hostname can be associated with several IP addresses.


	getLocalHost(): returns the address of the localhost.


	getHostAddress(): returns the IP address in text.


	getHostname(): gets the hostname.







Java Socket Client Examples (TCP/IP)


	The client initiates connection to a server specified by hostname/IP address and port number.


	Send data to the server using an OutputStream.


	Read data from the server using an InputStream.


	Close the connection.







Java Socket Server Examples (TCP/IP)


	Create a server socket and bind it to a specific port number


	Listen for a connection from the client and accept it. This results in a client socket is created for the connection.


	Read data from the client via an InputStream obtained from the client socket.


	Send data to the client via the client socket’s OutputStream.


	Close the connection with the client.







Java UDP Client Server Program Example


	send(DatagramPacket p): sends a datagram packet.


	receive(DatagramPacket p): receives a datagram packet.


	setSoTimeout(int timeout): sets timeout in milliseconds, limiting the waiting time when receiving data. If the timeout expires, a SocketTimeoutException is raised.


	close(): closes the socket.









Notes

[image: ../_images/TCPIPISOOSI.png]TCP/IP 和 ISO/OSI

[image: ../_images/TCPIP.png]TCP/IP分层模型

[image: ../_images/3278cb981ff6146a.png]数据的封装与分用

[image: ../_images/2.png]数据的封装与分用2

[image: ../_images/8f52799a84fe4f15.png]五类不同的互联网地址

[image: ../_images/IP.png]IP地址




Links


	Use HttpURLConnection to download file from an HTTP URL [http://www.codejava.net/java-se/networking/use-httpurlconnection-to-download-file-from-an-http-url]


	An HTTP utility class to send GET/POST request [http://www.codejava.net/java-se/networking/an-http-utility-class-to-send-getpost-request]


	Upload files by sending multipart request programmatically [http://www.codejava.net/java-se/networking/upload-files-by-sending-multipart-request-programmatically]


	Java InetAddress Examples [http://www.codejava.net/java-se/networking/java-inetaddress-examples]


	Java Socket Client Examples (TCP/IP) [http://www.codejava.net/java-se/networking/java-socket-client-examples-tcp-ip]


	Java Socket Server Examples (TCP/IP) [http://www.codejava.net/java-se/networking/java-socket-server-examples-tcp-ip]


	Java UDP Client Server Program Example [http://www.codejava.net/java-se/networking/java-udp-client-server-program-example]


	JAVA的网络编程【转】 [http://www.cnblogs.com/springcsc/archive/2009/12/03/1616413.html]


	TCP/IP协议簇分层详解 [http://blog.csdn.net/hankscpp/article/details/8611229]










          

      

      

    

  

    
      
          
            
  
Java NIO


Java NIO Tutorial


Java NIO

Java NIO基本组件如下：

[image: ../_images/NIO-Components.png]NIO-Components




NIO Components




NIO Package




NIO vs. IO

Java IO和NIO之间的主要区别：

IO | NIO
——|——
基于阻塞I/O操作 | 基于非阻塞I/O操作
面向流的 | 面向缓存的
通道不可用 | 通道可用于非阻塞I/O操作
选择器不可用 | 选择器可用于非阻塞I/O操作

通道和流之间的主要区别是：


	流可以用于单向数据传输


	通道提供双向数据传输







NIO Channels


	ChannelDemo







NIO Buffers


	BufferedReaderDemo







NIO Scatter/Gather


	ScatterGatherIO







NIO Data Transfer


	TransferDemo







NIO Selector


	SelectorExample


	Client







NIO SocketChannel




NIO ServerSocketChannel




NIO Pipe


	PipeExample







NIO CharSet


	CharsetExample







NIO Encode/Decode


	CharsetExam







NIO Channels FileLock


	FileLockExample


	PrintFile









Links


	Java NIO教程 [https://www.yiibai.com/java_nio/]


	Java NIO Tutorial [https://www.javatpoint.com/java-nio]










          

      

      

    

  

    
      
          
            
  
patterns


Runtime Environment


	Java 6 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







What’s included

patterns/


	singleton [https://github.com/T5750/java-repositories/tree/master/patterns/src/main/java/singleton]










          

      

      

    

  

    
      
          
            
  
Singleton


Singleton Pattern Structure

[image: ../../../../../_images/fig1.gif]Singleton Pattern Structure




实现 Singleton 模式的办法通常有三种.

一. 用静态方法实现 Singleton 这种方法是使用静态方法来监视实例的创建.为了防止创建一个以上的实例,我们最好把构造器声明为 private.

二. 以静态变量为标志实现 Singleton 在类中嵌入一个静态变量做为标志,每次都在进入构造器的时候进行检查.

三. 用注册器机制来创建 Singleton 首先用集合中的Hashtable 和Enumeration来实现addItem(Object key, Object value),getItem(Object key), ,removeItem(Object key)等方法实现一个管理器,将key和value一一关联起来,客户程序员创建实例前首先用addItem方法进行注册,再用getItem方法获取实例.Hashtable中的key是唯一的,从而保证创建的实例是唯一的,具体实现限于篇幅不再细说,在Prototype模型的应用一文中我将会给出一个实现注册器的代码.用注册器机制来创建 Singleton模式的好处是易于管理,可以同时控制多个不同类型的Singleton 实例.




Links


	在Java中应用设计模式–Singleton [https://www.ibm.com/developerworks/cn/java/designpattern/singleton/index.html]


	Simply Singleton [http://www.javaworld.com/article/2073352/core-java/simply-singleton.html]










          

      

      

    

  

    
      
          
            
  
AES


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Short & Quick introduction


Features


	Symmetric key symmetric block cipher


	128-bit data, 128/192/256-bit keys


	Stronger and faster than Triple-DES


	Provide full specification and design details


	Software implementable in C and Java







Operation of AES

[image: ../../_images/OperationofAES.jpg]Operation of AES




Encryption Process

[image: ../../_images/EncryptionProcess.jpg]Encryption Process


	Byte Substitution (SubBytes)


	Shift rows


	Mix Columns


	Add round key







Decryption Process


	Add round key


	Mix columns


	Shift rows


	Byte substitution









Links


	Java AES (Advanced Encryption Standard) Algorithm Example [https://howtodoinjava.com/security/java-aes-encryption-example/]


	Advanced Encryption Standard [http://www.java2s.com/Tutorial/Java/0490__Security/0320__Digital-Signature-Algorithm.htm]


	Advanced Encryption Standard [https://www.tutorialspoint.com/cryptography/advanced_encryption_standard.htm]


	Java使用AES加解密 [http://blog.csdn.net/elim168/article/details/73456866]










          

      

      

    

  

    
      
          
            
  
DSA


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Short & Quick introduction


DSA

DSA是Schnorr和ElGamal签名算法的变种，被美国NIST作为DSfS(DigitalSignature Standard)。

DSA是基于整数有限域离散对数难题的，其安全性与RSA相比差不多。DSA的一个重要特点是两个素数公开，这样，当使用别人的p和q时，即使不知道私钥，你也能确认它们是否是随机产生的，还是作了手脚。RSA却做不到。

算法分类信息：

算法 | 密钥长度 | 默认长度 | 签名长度 | 实现的方
——|——|—-|—-|—-
SHA1withDSA | 512-65536（64的整数倍） | 1024 | 同密钥 | JDK
SHA224withDSA | 同上 | 1024 | 同密钥 | BC
SHA256withDSA | … | 1024 | 同密钥 | BC
SHA384withDSA | … | 1024 | 同密钥 | BC
SHA512withDSA | … | 1024 | 同密钥 | BC




ECDSA

ECDSA：椭圆曲线数字签名算法

特点：速度快，强度高，签名短。

算法分类信息：

算法 | 密钥长度 | 默认长度 | 签名长度 | 实现的方
——|——|—-|—-|—-
NONEwithECDSA | 112-571 | 256 | 128 | JDK/BC
RIPEMD160withECDSA | 同上 | 256 | 160 | BC
SHA1withECDSA | … | 256 | 160 | JDK/BC
SHA224withECDSA | … | 256 | 224 | BC
SHA256withECDSA | … | 256 | 256 | JDK/BC
SHA384withECDSA | … | 256 | 384 | JDK/BC
SHA512withECDSA | … | 256 | 512 | JDK/BC






Links


	Digital Signature Algorithm [http://www.java2s.com/Tutorial/Java/0490__Security/0320__Digital-Signature-Algorithm.htm]


	java RSA/DSA/ECDSA实现数字签名 [http://blog.csdn.net/caiandyong/article/details/50282889]


	JAVA 上加密算法的实现用例 [https://www.ibm.com/developerworks/cn/java/l-security/]


	Elliptic Curve Digital Signature Algorithm [https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm]










          

      

      

    

  

    
      
          
            
  
HTTPS


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Short & Quick introduction


HTTPS 简介

超文本传输安全协议（英语：Hypertext Transfer Protocol Secure，缩写：HTTPS，常称为HTTP over TLS，HTTP over SSL或HTTP Secure）是一种网络安全传输协议。




HTTPS 工作原理


	浏览器将自己支持的一套加密规则发送给网站。


	网站从中选出一组加密算法与HASH算法，并将自己的身份信息以证书的形式发回给浏览器。证书里面包含了网站地址，加密公钥，以及证书的颁发机构等信息（证书中的私钥只能用于服务器端进行解密，在握手的整个过程中，都用到了证书中的公钥和浏览器发送给服务器的随机密码以及对称加密算法）。


	浏览器获得网站证书之后浏览器要做以下工作：


	验证证书的合法性（颁发证书的机构是否合法，证书中包含的网站地址是否与正在访问的地址一致等），如果证书受信任，则浏览器栏里面会显示一个小锁头，否则会给出证书不受信的提示。


	如果证书受信任，或者是用户接受了不受信的证书，浏览器会生成一串随机数的密码，并用证书中提供的公钥加密。


	使用约定好的HASH算法计算握手消息，并使用生成的随机数对消息进行加密，最后将之前生成的所有信息发送给网站。






	网站接收浏览器发来的数据之后要做以下的操作：


	使用自己的私钥将信息解密取出密码，使用密码解密浏览器发来的握手消息，并验证HASH是否与浏览器发来的一致。


	使用密码加密一段握手消息，发送给浏览器。






	浏览器解密并计算握手消息的HASH，如果与服务端发来的HASH一致，此时握手过程结束，之后所有的通信数据将由之前浏览器生成的随机密码并利用对称加密算法进行加密。







HTTPS 通信时序图

[image: ../../_images/https.png]https




HTTPS协议和HTTP协议的区别


	https协议需要到ca申请证书，一般免费证书很少，需要交费。


	http是超文本传输协议，信息是明文传输，https 则是具有安全性的ssl加密传输协议。


	http和https使用的是完全不同的连接方式用的端口也不一样,前者是80,后者是443。


	http的连接很简单,是无状态的 。


	HTTPS协议是由SSL+HTTP协议构建的可进行加密传输、身份认证的网络协议， 要比http协议安全。







SSL 证书

SSL证书和我们日常用的身份证类似，是一个支持HTTPS网站的身份证明，SSL证书里面包含了网站的域名，证书有效期，证书的颁发机构以及用于加密传输密码的公钥等信息




证书的类型


	SSL证书，用于加密HTTP协议，也就是HTTPS。


	代码签名证书，用于签名二进制文件，比如Windows内核驱动，Firefox插件，Java代码签名等等。


	客户端证书，用于加密邮件。


	双因素证书，网银专业版使用的USB Key里面用的就是这种类型的证书。









java实现HTTPS工作原理

使用java代码模拟整个握手过程


准备工作

1.创建java证书

D:\>keytool -genkey -alias evaneo -keypass evaneo -keyalg RSA -keysize 1024 -keystore https.keystore -storepass evaneo





2.将创建的证书保存到D盘（为了方便演示）

D:\>keytool -export -keystore https.keystore -alias evaneo -file https.crt -storepass evaneo








代码实现

名称 | 说明
——|——
CertifcateUtils | 证书操作类
DesCoder | Des对称加密和解密工具类
HttpsMockBase | https父类
HttpsMockClient | client类
HttpsMockServer | 服务器类
SocketUtils | socket工具类






java项目http变更https


1. 创建 keystore 文件

执行 keytool -genkey -alias tomcat -keyalg RSA

这样就在用户的主目录下创建了一个 .keystore 文件




2. 配置 Tomcat 以使用 keystore 文件

打开 server.xml 找到下面被注释的这段，添加并编辑 keystoreFile, keystorePass

<!--
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />
-->

<Connector SSLEnabled="true" acceptCount="100" clientAuth="false"
disableUploadTimeout="true" enableLookups="false" maxThreads="25"
port="8443" keystoreFile="/Users/t5750/.keystore" keystorePass="password"
protocol="org.apache.coyote.http11.Http11NioProtocol" scheme="https"
secure="true" sslProtocol="TLS" />








3. 测试

启动 Tomcat 并访问 https://localhost:8443




4. 配置应用使用 SSL

打开应用的 web.xml 文件，增加配置如下：

<security-constraint>
	<web-resource-collection>
		<web-resource-name>securedapp</web-resource-name>
		<url-pattern>/*</url-pattern>
	</web-resource-collection>
	<user-data-constraint>
		<transport-guarantee>CONFIDENTIAL</transport-guarantee>
	</user-data-constraint>
</security-constraint>





将 URL 映射设为 /* ，这样你的整个应用都要求是 HTTPS 访问，而 transport-guarantee 标签设置为 CONFIDENTIAL 以便使应用支持 SSL。

如果你希望关闭 SSL ，只需要将 CONFIDENTIAL 改为 NONE 即可。






Links


	HTTPS [http://www.java2s.com/Tutorial/Java/0490__Security/0880__HTTPS.htm]


	HTTPS 与 SSL 证书概要 [http://www.runoob.com/w3cnote/https-ssl-intro.html]


	HTTPS那些事 用java实现HTTPS工作原理 [http://kingj.iteye.com/blog/2103662]


	java项目http变更https [http://www.cnblogs.com/moon521/p/5948058.html]










          

      

      

    

  

    
      
          
            
  
RSA


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Short & Quick introduction


Digital Signature


	数字签名：带有密钥（公钥，私钥）的消息摘要算法
私钥用于签名，公钥用于验证。


	数字签名的作用：验证数据的完整性，认证数据来源，抗否认。


	常用数字签名算法：RSA,DSA,ECDSA







RSA

RSA是目前最有影响力的公钥加密算法，它能够抵抗到目前为止已知的绝大多数密码攻击，已被ISO推荐为公钥数据加密标准。

算法分类信息：

算法 | 密钥长度 | 默认长度 | 签名长度 | 实现的方
——|——|—-|—-|—-
MD2withRSA | 512-65536（64的整数倍） | 1024 | 同密钥 | JDK
MD5withRSA | 同上 | 1024 | 同密钥 | JDK
SHA1withRSA | … | 1024 | 同密钥 | JDK
SHA224withRSA | … | 2048 | 同密钥 | BC
SHA256withRSA | … | 2048 | 同密钥 | BC
SHA384withRSA | … | 2048 | 同密钥 | BC
SHA512withRSA | … | 2048 | 同密钥 | BC
RIPEMD128withRSA |   | 2048 | 同密钥 | BC
RIPEMD160withRSA | 同上 | 2048 | 同密钥 | BC




序列图

[image: ../../_images/rsa.jpg]rsa甲方发送数据

[image: ../../_images/rsa25711.jpg]rsa乙方发送数据






Links


	java RSA使用 [http://www.cnblogs.com/freeman-rain/archive/2012/03/29/2424423.html]


	RSA algorithm [http://www.java2s.com/Tutorial/Java/0490__Security/0740__RSA-algorithm.htm]


	java RSA/DSA/ECDSA实现数字签名 [http://blog.csdn.net/caiandyong/article/details/50282889]


	RSA (cryptosystem) [https://en.wikipedia.org/wiki/RSA_(cryptosystem)]


	Java加密技术（四）——非对称加密算法RSA [http://snowolf.iteye.com/blog/381767]










          

      

      

    

  

    
      
          
            
  
SSL/TLS


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Java SSL/TLS 安全通讯协议介绍


SSL/TLS 协议的介绍

SSL/TLS 协议（RFC2246 RFC4346）处于 TCP/IP 协议与各种应用层协议之间，为数据通讯提供安全支持。

从协议内部的功能层面上来看，SSL/TLS 协议可分为两层：


	SSL/TLS 记录协议（SSL/TLS Record Protocol），它建立在可靠的传输层协议（如 TCP）之上，为上层协议提供数据封装、压缩、加密等基本功能。


	SSL/TLS 握手协议（SSL/TLS Handshake Protocol），它建立在 SSL/TLS 记录协议之上，用于在实际的数据传输开始前，通讯双方进行身份认证、协商加密算法、交换加密密钥等初始化协商功能。




从协议使用方式来看，又可以分成两种类型：


	SSL/TLS 单向认证，就是用户到服务器之间只存在单方面的认证，即客户端会认证服务器端身份，而服务器端不会去对客户端身份进行验证。首先，客户端发起握手请求，服务器收到握手请求后，会选择适合双方的协议版本和加密方式。然后，再将协商的结果和服务器端的公钥一起发送给客户端。客户端利用服务器端的公钥，对要发送的数据进行加密，并发送给服务器端。服务器端收到后，会用本地私钥对收到的客户端加密数据进行解密。然后，通讯双方都会使用这些数据来产生双方之间通讯的加密密钥。接下来，双方就可以开始安全通讯过程了。


	SSL/TLS 双向认证，就是双方都会互相认证，也就是两者之间将会交换证书。基本的过程和单向认证完全一样，只是在协商阶段多了几个步骤。在服务器端将协商的结果和服务器端的公钥一起发送给客户端后，会请求客户端的证书，客户端则会将证书发送给服务器端。然后，在客户端给服务器端发送加密数据后，客户端会将私钥生成的数字签名发送给服务器端。而服务器端则会用客户端证书中的公钥来验证数字签名的合法性。建立握手之后过程则和单向通讯完全保持一致。







SSL/TLS 协议建立通讯的基本流程

[image: ../../_images/image001.png]SSL/TLS 基本流程图

步骤 1. ClientHello – 客户端发送所支持的 SSL/TLS 最高协议版本号和所支持的加密算法集合及压缩方法集合等信息给服务器端。

步骤 2. ServerHello – 服务器端收到客户端信息后，选定双方都能够支持的 SSL/TLS 协议版本和加密方法及压缩方法，返回给客户端。

（可选）步骤 3. SendCertificate – 服务器端发送服务端证书给客户端。

（可选）步骤 4. RequestCertificate – 如果选择双向验证，服务器端向客户端请求客户端证书。

步骤 5. ServerHelloDone – 服务器端通知客户端初始协商结束。

（可选）步骤 6. ResponseCertificate – 如果选择双向验证，客户端向服务器端发送客户端证书。

步骤 7. ClientKeyExchange – 客户端使用服务器端的公钥，对客户端公钥和密钥种子进行加密，再发送给服务器端。

（可选）步骤 8. CertificateVerify – 如果选择双向验证，客户端用本地私钥生成数字签名，并发送给服务器端，让其通过收到的客户端公钥进行身份验证。

步骤 9. CreateSecretKey – 通讯双方基于密钥种子等信息生成通讯密钥。

步骤 10. ChangeCipherSpec – 客户端通知服务器端已将通讯方式切换到加密模式。

步骤 11. Finished – 客户端做好加密通讯的准备。

步骤 12. ChangeCipherSpec – 服务器端通知客户端已将通讯方式切换到加密模式。

步骤 13. Finished – 服务器做好加密通讯的准备。

步骤 14. Encrypted/DecryptedData – 双方使用客户端密钥，通过对称加密算法对通讯内容进行加密。

步骤 15. ClosedConnection – 通讯结束后，任何一方发出断开 SSL 连接的消息。




SSL/TLS 协议概念

Key： Key 是一个比特（bit）字符串，用来加密解密数据的，就像是一把开锁的钥匙。

对称算法（symmetric cryptography）： 就是需要双方使用一样的 key 来加密解密消息算法，常用密钥算法有 Data Encryption Standard（DES）、triple-strength DES（3DES）、Rivest Cipher 2 （RC2）和 Rivest Cipher 4（RC4）。因为对称算法效率相对较高，因此 SSL 会话中的敏感数据都用通过密钥算法加密。

非对称算法（asymmetric cryptography）： 就是 key 的组成是公钥私钥对 （key-pair），公钥传递给对方私钥自己保留。公钥私钥算法是互逆的，一个用来加密，另一个可以解密。常用的算法有 Rivest Shamir Adleman（RSA）、Diffie-Hellman（DH）。非对称算法计算量大比较慢，因此仅适用于少量数据加密，如对密钥加密，而不适合大量数据的通讯加密。

公钥证书（public key certificate）： 公钥证书类似数字护照，由受信机构颁发。受信组织的公钥证书就是 certificate authority（CA）。多证书可以连接成证书串，第一个是发送人，下一个是给其颁发证书实体，往上到根证书是世界范围受信组织，包括 VeriSign, Entrust, 和 GTE CyberTrust。公钥证书让非对称算法的公钥传递更安全，可以避免身份伪造，比如 C 创建了公钥私钥，对并冒充 A 将公钥传递给 B，这样 C 与 B 之间进行的通讯会让 B 误认是 A 与 B 之间通讯。

加密哈希功能（Cryptographic Hash Functions）： 加密哈希功能与 checksum 功能相似。不同之处在于，checksum 用来侦测意外的数据变化而前者用来侦测故意的数据篡改。数据被哈希后产生一小串比特字符串，微小的数据改变将导致哈希串的变化。发送加密数据时，SSL 会使用加密哈希功能来确保数据一致性，用来阻止第三方破坏通讯数据完整性。SSL 常用的哈希算法有 Message Digest 5（MD5）和 Secure Hash Algorithm（SHA）。

消息认证码（Message Authentication Code）： 消息认证码与加密哈希功能相似，除了它需要基于密钥。密钥信息与加密哈希功能产生的数据结合就是哈希消息认证码（HMAC）。如果 A 要确保给 B 发的消息不被 C 篡改，他要按如下步骤做 –A 首先要计算出一个 HMAC 值，将其添加到原始消息后面。用 A 与 B 之间通讯的密钥加密消息体，然后发送给 B。B 收到消息后用密钥解密，然后重新计算出一个 HMAC，来判断消息是否在传输中被篡改。SSL 用 HMAC 来保证数据传输的安全。

数字签名（Digital Signature）： 一个消息的加密哈希被创建后，哈希值用发送者的私钥加密，加密的结果就是叫做数字签名。




JSSE（Java Secure Socket Extension）使用介绍

在 Java SDK 中有一个叫 JSSE（javax.net.ssl）包，这个包中提供了一些类来建立 SSL/TLS 连接。通过这些类，开发者就可以忽略复杂的协议建立流程，较为简单地在网络上建成安全的通讯通道。JSSE 包中主要包括以下一些部分：


	安全套接字（secure socket）和安全服务器端套接字


	非阻塞式 SSL/TLS 数据处理引擎（SSLEngine）


	套接字创建工厂 , 用来产生 SSL 套接字和服务器端套接字


	套接字上下文 , 用来保存用于创建和数据引擎处理过程中的信息


	符合 X.509 规范密码匙和安全管理接口







安全钥匙与证书的管理工具 Keytool


	进入本地的 java 安装位置的 bin 目录中 cd /java/bin


	创建一个客户端 keystore 文件




keytool -genkey -alias sslclient -keystore sslclientkeys

[image: ../../_images/image002.png]创建 keystore 文件


	将客户端 keystore 文件导出成证书格式




keytool -export -alias sslclient -keystore sslclientkeys -file sslclient.cer


	创建一个服务器端 keystore 文件




keytool -genkey -alias sslserver -keystore sslserverkeys


	将服务器端 keystore 文件导出成证书格式




keytool -export -alias sslserver -keystore sslserverkeys -file sslserver.cer


	将客户端证书导入到服务器端受信任的 keystore 中




keytool -import -alias sslclient -keystore sslservertrust -file sslclient.cer


	将服务器端证书导入到客户端受信任的 keystore 中




keytool -import -alias sslserver -keystore sslclienttrust -file sslserver.cer

以上所有步骤都完成后，还可以通过命令来查看 keystore 文件基本信息

keytool -list -keystore sslclienttrust

[image: ../../_images/image003.png]查看 keystore 文件






Links


	Java SSL/TLS 安全通讯协议介绍 [https://www.ibm.com/developerworks/cn/java/j-lo-ssltls/]


	SSL/TLS协议运行机制的概述 [http://www.ruanyifeng.com/blog/2014/02/ssl_tls.html]


	图解SSL/TLS协议 [http://www.ruanyifeng.com/blog/2014/09/illustration-ssl.html]










          

      

      

    

  

    
      
          
            
  
Java Multithreading


Life Cycle of a Thread

[image: http://img.my.csdn.net/uploads/201705/10/1494385217_1840.jpg]Life Cycle of a Thread


	New − A new thread begins its life cycle in the new state. It remains in this state until the program starts the thread. It is also referred to as a born thread.


	Runnable − After a newly born thread is started, the thread becomes runnable. A thread in this state is considered to be executing its task.


	Waiting − Sometimes, a thread transitions to the waiting state while the thread waits for another thread to perform a task. A thread transitions back to the runnable state only when another thread signals the waiting thread to continue executing.


	Timed Waiting − A runnable thread can enter the timed waiting state for a specified interval of time. A thread in this state transitions back to the runnable state when that time interval expires or when the event it is waiting for occurs.


	Terminated (Dead) − A runnable thread enters the terminated state when it completes its task or otherwise terminates.







Thread Methods

Sr.No. | Method | Description
—-|——|——
1 | public void start() | Starts the thread in a separate path of execution, then invokes the run() method on this Thread object.
2 | public void run() | If this Thread object was instantiated using a separate Runnable target, the run() method is invoked on that Runnable object.
3 | public final void setName(String name) | Changes the name of the Thread object. There is also a getName() method for retrieving the name.
4 | public final void setPriority(int priority) | Sets the priority of this Thread object. The possible values are between 1 and 10.
5 | public final void setDaemon(boolean on) | A parameter of true denotes this Thread as a daemon thread.
6 | public final void join(long millisec) | The current thread invokes this method on a second thread, causing the current thread to block until the second thread terminates or the specified number of milliseconds passes.
7 | public void interrupt() | Interrupts this thread, causing it to continue execution if it was blocked for any reason.
8 | public final boolean isAlive() | Returns true if the thread is alive, which is any time after the thread has been started but before it runs to completion.

Sr.No. | Method | Description
—-|——|——
1 | public static void yield() | Causes the currently running thread to yield to any other threads of the same priority that are waiting to be scheduled.
2 | public static void sleep(long millisec) | Causes the currently running thread to block for at least the specified number of milliseconds.
3 | public static boolean holdsLock(Object x) | Returns true if the current thread holds the lock on the given Object.
4 | public static Thread currentThread() | Returns a reference to the currently running thread, which is the thread that invokes this method.
5 | public static void dumpStack() | Prints the stack trace for the currently running thread, which is useful when debugging a multithreaded application.

Sr.No. | Method | Description
—-|——|——
1 | public void wait() | Causes the current thread to wait until another thread invokes the notify().
2 | public void notify() | Wakes up a single thread that is waiting on this object’s monitor.
3 | public void notifyAll() | Wakes up all the threads that called wait() on the same object.
4 | public void suspend() | This method puts a thread in the suspended state and can be resumed using resume() method.
5 | public void stop() | This method stops a thread completely.
6 | public void resume() | This method resumes a thread, which was suspended using suspend() method.




Links


	Java - Multithreading [http://www.tutorialspoint.com/java/java_multithreading.htm]


	Java 多线程编程 [http://www.runoob.com/java/java-multithreading.html]


	java多线程总结 [http://www.cnblogs.com/rollenholt/archive/2011/08/28/2156357.html]










          

      

      

    

  

    
      
          
            
  
Java 多线程


一个线程的生命周期

[image: http://img.my.csdn.net/uploads/201705/10/1494385217_1840.jpg]Life Cycle of a Thread


	新建状态:
使用 new 关键字和 Thread 类或其子类建立一个线程对象后，该线程对象就处于新建状态。它保持这个状态直到程序 start() 这个线程。


	就绪状态:
当线程对象调用了start()方法之后，该线程就进入就绪状态。就绪状态的线程处于就绪队列中，要等待JVM里线程调度器的调度。


	运行状态:
如果就绪状态的线程获取 CPU 资源，就可以执行 run()，此时线程便处于运行状态。处于运行状态的线程最为复杂，它可以变为阻塞状态、就绪状态和死亡状态。


	阻塞状态:
如果一个线程执行了sleep（睡眠）、suspend（挂起）等方法，失去所占用资源之后，该线程就从运行状态进入阻塞状态。在睡眠时间已到或获得设备资源后可以重新进入就绪状态。可以分为三种：


	等待阻塞：运行状态中的线程执行 wait() 方法，使线程进入到等待阻塞状态。


	同步阻塞：线程在获取 synchronized 同步锁失败(因为同步锁被其他线程占用)。


	其他阻塞：通过调用线程的 sleep() 或 join() 发出了 I/O 请求时，线程就会进入到阻塞状态。当sleep() 状态超时，join() 等待线程终止或超时，或者 I/O 处理完毕，线程重新转入就绪状态。






	死亡状态:
一个运行状态的线程完成任务或者其他终止条件发生时，该线程就切换到终止状态。







Thread Methods

Sr.No. | Method | Description
—-|——|——
1 | public void start() | 使该线程开始执行；Java 虚拟机调用该线程的 run 方法。
2 | public void run() | 如果该线程是使用独立的 Runnable 运行对象构造的，则调用该 Runnable 对象的 run 方法；否则，该方法不执行任何操作并返回。
3 | public final void setName(String name) | 改变线程名称，使之与参数 name 相同。
4 | public final void setPriority(int priority) | 更改线程的优先级。
5 | public final void setDaemon(boolean on) | 将该线程标记为守护线程或用户线程。
6 | public final void join(long millisec) | 等待该线程终止的时间最长为 millis 毫秒。
7 | public void interrupt() | 中断线程。
8 | public final boolean isAlive() | 测试线程是否处于活动状态。

Sr.No. | Method | Description
—-|——|——
1 | public static void yield() | 暂停当前正在执行的线程对象，并执行其他线程。
2 | public static void sleep(long millisec) | 在指定的毫秒数内让当前正在执行的线程休眠（暂停执行），此操作受到系统计时器和调度程序精度和准确性的影响。
3 | public static boolean holdsLock(Object x) | 当且仅当当前线程在指定的对象上保持监视器锁时，才返回 true。
4 | public static Thread currentThread() | 返回对当前正在执行的线程对象的引用。
5 | public static void dumpStack() | 将当前线程的堆栈跟踪打印至标准错误流。

Sr.No. | Method | Description
—-|——|——
1 | public void wait() | Causes the current thread to wait until another thread invokes the notify().
2 | public void notify() | Wakes up a single thread that is waiting on this object’s monitor.
3 | public void notifyAll() | Wakes up all the threads that called wait() on the same object.
4 | public void suspend() | This method puts a thread in the suspended state and can be resumed using resume() method.
5 | public void stop() | This method stops a thread completely.
6 | public void resume() | This method resumes a thread, which was suspended using suspend() method.




Links


	Java - Multithreading [http://www.tutorialspoint.com/java/java_multithreading.htm]


	Java 多线程编程 [http://www.runoob.com/java/java-multithreading.html]


	java多线程总结 [http://www.cnblogs.com/rollenholt/archive/2011/08/28/2156357.html]










          

      

      

    

  

    
      
          
            
  
线程池的介绍及简单实现


线程池技术如何提高服务器程序的性能

假设在一台服务器完成一项任务的时间为T


	T1 创建线程的时间


	T2 在线程中执行任务的时间，包括线程间同步所需时间


	T3 线程销毁的时间




显然T ＝ T1＋T2＋T3。注意这是一个极度简化的假设。




线程池的简单实现及对比测试

一般一个简单线程池至少包含下列组成部分。


	线程池管理器（ThreadPoolManager）:用于创建并管理线程池


	工作线程（WorkThread）: 线程池中线程


	任务接口（Task）:每个任务必须实现的接口，以供工作线程调度任务的执行。


	任务队列:用于存放没有处理的任务。提供一种缓冲机制。







关于高级线程池的探讨


方案一：动态增加工作线程




方案二：优化工作线程数目




方案三：一个服务器提供多个线程池






Links


	线程池的介绍及简单实现 [https://www.ibm.com/developerworks/cn/java/l-threadPool/index.html]










          

      

      

    

  

    
      
          
            
  
Thread


Links


	Java Thread Creation [http://www.java2s.com/Tutorials/Java/Java_Thread/index.htm]


	Java Multiple Threads [http://www.java2s.com/Tutorials/Java/Java_Thread/0020__Java_Thread_Multiple.htm]


	Java Thread Producer/Consumer [http://www.java2s.com/Tutorials/Java/Java_Thread/0030__Java_Thread_Producer_Consumer.htm]


	Java Current Thread [http://www.java2s.com/Tutorials/Java/Java_Thread/0040__Java_Thread_Current.htm]


	Java Thread Sleep [http://www.java2s.com/Tutorials/Java/Java_Thread/0050__Java_Thread_Sleep.htm]


	Java Thread Join [http://www.java2s.com/Tutorials/Java/Java_Thread/0060__Java_Thread_Join.htm]


	Java Thread Life Cycle [http://www.java2s.com/Tutorials/Java/Java_Thread/0070__Java_Thread_Life_Cycle.htm]


	Java Thread Priority [http://www.java2s.com/Tutorials/Java/Java_Thread/0080__Java_Thread_Priority.htm]


	Java Thread Daemon [http://www.java2s.com/Tutorials/Java/Java_Thread/0090__Java_Thread_Demon.htm]


	Java Thread Interrupt [http://www.java2s.com/Tutorials/Java/Java_Thread/0100__Java_Thread_Interrupt.htm]


	Java Thread Group [http://www.java2s.com/Tutorials/Java/Java_Thread/0110__Java_Thread_Group.htm]


	Java Volatile Variables [http://www.java2s.com/Tutorials/Java/Java_Thread/0120__Java_Volatile_Variables.htm]


	Java Thread State [http://www.java2s.com/Tutorials/Java/Java_Thread/0130__Java_Thread_State.htm]










          

      

      

    

  

    
      
          
            
  
Multithreading in Java


Table of Contents


	1 Multithreading in Java [https://www.journaldev.com/1079/multithreading-in-java#multithreading-in-java]


	2 Threads in Java [https://www.journaldev.com/1079/multithreading-in-java#threads-in-java]


	2.1 Java Thread Example [https://www.journaldev.com/1016/java-thread-example]


	2.2 Java Thread Sleep [https://www.journaldev.com/1020/thread-sleep-java]


	2.3 Java Thread Join [https://www.journaldev.com/1024/java-thread-join-example]


	2.4 Java Thread States [https://www.journaldev.com/1044/thread-life-cycle-in-java-thread-states-in-java]


	2.5 Java Thread wait, notify and notifyAll [https://www.journaldev.com/1037/java-thread-wait-notify-and-notifyall-example]


	2.6 Java Thread Safety and Java Synchronization [https://www.journaldev.com/1061/thread-safety-in-java]


	2.7 Java Exception in thread main [https://www.journaldev.com/611/exception-in-thread-main-java]


	2.8 Thread Safety in Singleton Class [https://www.journaldev.com/171/thread-safety-in-java-singleton-classes-with-example-code]


	2.9 Daemon Thread in Java [https://www.journaldev.com/1072/daemon-thread-in-java]


	2.10 Java Thread Local [https://www.journaldev.com/1076/java-threadlocal-example]


	2.11 Java Thread Dump [https://www.journaldev.com/1053/java-thread-dump-visualvm-jstack-kill-3-jcmd]


	2.12 How to Analyze Deadlock and avoid it in Java [https://www.journaldev.com/1058/deadlock-in-java-example]


	2.13 Java Timer Thread [https://www.journaldev.com/1050/java-timer-timertask-example]


	2.14 Java Producer Consumer Problem [https://www.journaldev.com/1034/java-blockingqueue-example]


	2.15 Java Thread Pool [https://www.journaldev.com/1069/threadpoolexecutor-java-thread-pool-example-executorservice]


	2.16 Java Callable Future [https://www.journaldev.com/1090/java-callable-future-example]


	2.17 Java FutureTask Example [https://www.journaldev.com/1650/java-futuretask-example-program]









Thread Life Cycle in Java

[image: ../../../../../../_images/0732a035d50f43d9896482ac3ca8de401f2d32da.png]Thread-Lifecycle-States




Java Thread Dump or Analyze Deadlock


	Java Mission Control -> Thread Dump









Java Multithreading Interview Questions


	What is the difference between Process and Thread?


	What are the benefits of multi-threaded programming?


	What is difference between user Thread and daemon Thread?


	How can we create a Thread in Java?


	What are different states in lifecycle of Thread?


	Can we call run() method of a Thread class?


	How can we pause the execution of a Thread for specific time?


	What do you understand about Thread Priority?


	What is Thread Scheduler and Time Slicing?


	What is context-switching in multi-threading?


	How can we make sure main() is the last thread to finish in Java Program?


	How does thread communicate with each other?


	Why thread communication methods wait(), notify() and notifyAll() are in Object class?


	Why wait(), notify() and notifyAll() methods have to be called from synchronized method or block?


	Why Thread sleep() and yield() methods are static?


	How can we achieve thread safety in Java?


	What is volatile keyword in Java


	Which is more preferred – Synchronized method or Synchronized block?


	How to create daemon thread in Java?


	What is ThreadLocal?


	What is Thread Group? Why it’s advised not to use it?


	What is Java Thread Dump, How can we get Java Thread dump of a Program?


	What is Deadlock? How to analyze and avoid deadlock situation?


	What is Java Timer Class? How to schedule a task to run after specific interval?


	What is Thread Pool? How can we create Thread Pool in Java?


	What will happen if we don’t override Thread class run() method?







Java Concurrency Interview Questions


	What is atomic operation? What are atomic classes in Java Concurrency API?


	What is Lock interface in Java Concurrency API? What are it’s benefits over synchronization?


	What is Executors Framework?


	What is BlockingQueue? How can we implement Producer-Consumer problem using Blocking Queue?


	What is Callable and Future?


	What is FutureTask class?


	What are Concurrent Collection Classes?


	What is Executors Class?


	What are some of the improvements in Concurrency API in Java 8?





Tips


	Java Lock Example – ReentrantLock [https://www.journaldev.com/2377/java-lock-example-reentrantlock]


	AtomicInteger in Java [https://www.journaldev.com/1095/atomicinteger-java]









Links


	Multithreading in Java [https://www.journaldev.com/1079/multithreading-in-java]


	Java Multithreading Concurrency Interview Questions and Answers [https://www.journaldev.com/1162/java-multithreading-concurrency-interview-questions-answers]










          

      

      

    

  

    
      
          
            
  
Working with Java Executor framework in multithreaded application


Java Executor Service

[image: ../../../../../../../_images/JavaExecutor01.png]Java Executor Service




Thread Pool Executor

[image: ../../../../../../../_images/JavaExecutor02.png]Thread Pool Executor




Steps


	Create an executor


	The newFixedThreadPool () returns a ThreadPoolExecutor instance with an initialized and unbounded queue and a fixed number of threads.


	The newCachedThreadPool () returns a ThreadPoolExecutor instance initialized with an unbounded queue and unbounded number of threads.






	Create one or more tasks and put in the queue


	Submit the task to the Executor


	Execute the task


	Shutdown the Executor







Links


	Working with Java Executor framework in multithreaded application [http://mrbool.com/working-with-java-executor-framework-in-multithreaded-application/27560]










          

      

      

    

  

    
      
          
            
  
hyperic-sigar


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]


	sigar-1.6.4 [https://sourceforge.net/projects/sigar/files/sigar/1.6/]







Short & Quick introduction


	下载sigar.jar [http://sourceforge.net/projects/sigar/files/latest/download?source=files]


	按照主页上的说明解压包后将相应的文件copy到java路径。比如windows32位操作系统需要将lib中sigar-x86-winnt.dll文件拷贝到java SDK目录的bin内




File | Language | Description | Required
——|—-|——|—-
sigar.jar | Java | Java API | Yes (for Java only)
log4j.jar | Java | Java logging API | No
libsigar-x86-linux.so | C | Linux AMD/Intel 32-bit | *
libsigar-amd64-linux.so | C | Linux AMD/Intel 64-bit | *
libsigar-ppc-linux.so | C | Linux PowerPC 32-bit | *
libsigar-ppc64-linux.so | C | Linux PowerPC 64-bit | *
libsigar-ia64-linux.so | C | Linux Itanium 64-bit | *
libsigar-s390x-linux.so | C | Linux zSeries 64-bit | *
sigar-x86-winnt.dll | C | Windows AMD/Intel 32-bit | *
sigar-amd64-winnt.dll | C | Windows AMD/Intel 64-bit | *
libsigar-ppc-aix-5.so | C | AIX PowerPC 32-bit | *
libsigar-ppc64-aix-5.so | C | AIX PowerPC 64-bit | *
libsigar-pa-hpux-11.sl | C | HP-UX PA-RISC 32-bit | *
libsigar-ia64-hpux-11.sl | C | HP-UX Itanium 64-bt | *
libsigar-sparc-solaris.so | C | Solaris Sparc 32-bit | *
libsigar-sparc64-solaris.so | C | Solaris Sparc 64-bit | *
libsigar-x86-solaris.so | C | Solaris AMD/Intel 32-bit | *
libsigar-amd64-solaris.so | C | Solaris AMD/Intel 64-bit | *
libsigar-universal-macosx.dylib | C | Mac OS X PowerPC/Intel 32-bit | *
libsigar-universal64-macosx.dylib | C | Mac OS X PowerPC/Intel 64-bit | *
libsigar-x86-freebsd-5.so | C | FreeBSD 5.x AMD/Intel 32-bit | *
libsigar-x86-freebsd-6.so | C | FreeBSD 6.x AMD/Intel 64-bit | *
libsigar-amd64-freebsd-6.so | C | FreeBSD 6.x AMD/Intel 64-bit | *


	代码实现





	RuntimeTest


	org.hyperic.sigar.cmd.*







Links


	sigar [https://github.com/hyperic/sigar]


	java使用siger 获取服务器硬件信息（CPU 内存 网络 io等） [http://www.cnblogs.com/jifeng/archive/2012/05/16/2503519.html]










          

      

      

    

  

    
      
          
            
  
zip


Runtime Environment


	Java 7 [http://www.oracle.com/technetwork/java/javase/downloads/jdk6downloads-1902814.html]







Short & Quick introduction


数据压缩概述

Java提供了java.util.zip包用来兼容ZIP格式的数据压缩。

表 1. java.util.zip 包

条目 | 类型 | 描述
——|—-|——
Checksum | 接口 | 被类Adler32和CRC32实现的接口
Adler32 | 类 | 使用Alder32算法来计算Checksum数目
CheckedInputStream | 类 | 一个输入流，保存着被读取数据的Checksum
CheckedOutputStream | 类 | 一个输出流，保存着被读取数据的Checksum
CRC32 | 类 | 使用CRC32算法来计算Checksum数目
Deflater | 类 | 使用ZLIB压缩类，支持通常的压缩方式
DeflaterOutputStream | 类 | 一个输出过滤流，用来压缩Deflater格式数据
GZIPInputStream | 类 | 一个输入过滤流，读取GZIP格式压缩数据
GZIPOutputStream | 类 | 一个输出过滤流，读取GZIP格式压缩数据
Inflater | 类 | 使用ZLIB压缩类，支持通常的解压方式
InlfaterInputStream | 类 | 一个输入过滤流，用来解压Inlfater格式的压缩数据
ZipEntry | 类 | 存储ZIP条目
ZipFile | 类 | 从ZIP文件中读取ZIP条目
ZipInputStream | 类 | 一个输入过滤流，用来读取ZIP格式文件中的文件
ZipOutputStream | 类 | 一个输出过滤流，用来向ZIP格式文件口写入文件
DataFormatException | 异常类 | 抛出一个数据格式错误
ZipException | 异常类 | 抛出一个ZIP文件




ZIP文件属性

表格 2. 类 ZipEntry 中一些有用的方法

方法签名 | 描述
——|——
public String getComment() | 返回条目的注释, 没有返回null
public long getCompressedSize() | 返回条目压缩后的大小, 未知返回-1
public int getMethod() | 返回条目的压缩方式,没有指定返回 -1
public String getName() | 返回条目的名称
public long getSize() | 返回未被压缩的条目的大小，未知返回-1
public long getTime() | 返回条目的修改时间, 没有指定返回-1
public void setComment(String c) | 设置条目的注释
public void setMethod(int method) | 设置条目的压缩方式
public void setSize(long size) | 设置没有压缩的条目的大小
public void setTime(long time) | 设置条目的修改时间




求和校验

java.util.zip包中另外一些比较重要的类是 Adler32 和 CRC32，它们实现了 java.util.zip.Checksum 接口，并估算了压缩数据的校验和（Checksum）。




压缩对象


	Employee


	SaveEmployee


	ReadEmployee







如何对JAR文件进行操作呢？

Java档案文件（JAR）格式是基于标准的ZIP文件格式，并附有可选择的文件清单列表。可以使用java.util.jar包。






Links


	利用JAVA API函数实现数据的压缩与解压缩 [https://www.ibm.com/developerworks/cn/java/l-compress/index.html]
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